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Abstract
Recently, interest in sensor network technology that collects, analyzes, and processes necessary information by sensing objects and environmental information and communicating wirelessly has continued without intermission.

As Sensors and Mobile Integration and Communication increases geometrically, it is exposed to many attacks. there are many attacks designed to exploit the unreliable communication channels and unattended operation of wireless sensor networks. And There are many important security challenges, including key establishment, secrecy, authentication, privacy, robustness to denial-of-service attacks, secure routing, and node capture.

In this paper, we describe the vulnerabilities and various attacks that can occur by using wireless communication in Sensors and Mobile Integration and Communication, and introduce the security technology for the attack.
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I. Introduction
Wireless sensor networks are quickly gaining popularity due to the fact that they are potentially low cost solutions to a variety of real-world challenges.[1]

After that, recently, if we are connected networks thought mobile device, we can connect and manage all devices that connected networks. It is possible that all sensors and mobile are integrated and communicated.

However, as wireless communication increases geometrically, it is exposed to many attacks. there are many attacks designed to exploit the unreliable communication channels and unattended operation of wireless sensor networks.[2] And There are many important security challenges, including key establishment, secrecy, authentication, privacy, robustness to denial-of-service attacks, secure routing, and node capture.[3]

  Therefore, we investigates vulnerabilities to wireless sensor network issues and suggests security issues with vulnerabilities in sensors and mobile communications.
II. Related Researches
A. Vulnerability of Wireless Sensor Networks.
Developments in wireless communication and low-cost sensor technology have enabled the emergence and evolution of wireless sensor networks.

A wireless sensor network is poised of huge number of cheap and small sized sensor nodes enabled with sensing, processing and transmitting capabilities. 

Unlike traditional networks, parameters such as open communication medium, restrictions on node’s communication capabilities, and bandwidth discriminations constraints make sensor networks more vulnerable to attacks. A simple wireless sensor network is shown in figure 1. [4].
[image: image1.jpg]Wireless Sensor Network

A=
Sink Node

Sensor Node




Figure 1. A simple wireless sensor network (Source:[5])
Vulnerabilities of wireless sensor networks include Eavesdropping, Data forgery, Routing attacks, Physical attacks, etc. The following explains vulnerabilities of wireless sensor networks.
B. Eavesdropping, Data Forgery and Sniffing
The best results will be obtained if your computer word-processor has several font sizes. Do not use fonts smaller than the fonts specified in Table I. As an aid to gauging font size, 1 point is about 0.35 mm. Use a proportional, serif font such as Times or Dutch Roman. Wireless sensor networks broadcast data over wireless communications. Broadcasting makes eavesdropping easier.

Packets are actively exchanged between sensor nodes in a sensor network and between sensors and applications. Structurally, sensor networks are easily exposed in unsecured locations, so it is easy to find packets that shared important information. In between, it is possible for an attacker intercepts a packet and send a modulated packet that because it to perform a desired action, or acquires information through a packet. 

By sniffing, an attacker can get a lot of important information. However, it is inevitable that packets are exchanged. It is possible to prevent eavesdropping by encrypting the information so that it is not transmitted to the attacker properly. Therefore, to ensure confidentiality, data of sensor node communication must be encrypted.
C. Network Routing Attacks
A large number of attacks have been identified in literature that affect the routing in wireless networks. There are many types of attacks related to network routing attacks, and they can be organized into table 1. as follows.

Denial of Service (DoS) Attacks. A DoS attack aims to flood the network with useless traffic. This has two effects on sensor networks. First, the attack traffic consumes network resources, and prevents legitimate traffic from reaching the base station. More importantly, it causes sleep deprivation of sensor nodes and wastes their energy. This can be combined with other attacks such as altering of the routing information in order to maximize its effect.

Selective forwarding.  Selective forwarding occurs when a compromised node drops a packet that is bound for a particular destination. In this way, an attacker can selectively filter traffic from a particular part of the network. Other possible variations of selective forwarding can involve dropping all packets or randomly dropping packets. Although random dropping is less disruptive, it can also be much harder to reliably detect and trace. 

Sinkhole attack. The main purpose of the sinkhole attack is to lure all traffic from nodes in a region to a compromised node. This is achieved by forging or altering of the route packet information to make a compromised node look very attractive to the routing algorithm, causing neighboring nodes to assume that the compromised node is the best path to their destinations.

Sybil attack. In the Sybil attack, attacker pretends to have multiple identities. A malicious node can behaves as if it were a larger number of nodes either by impersonating other nodes or simply by claiming false identities.

Wormhole attack. In a wormhole attack, a malicious node tunnels messages between two different parts of the network via a high speed link. This can make distant nodes appear “closer” in the network, which can be useful as part of a Sybil attack. Moreover, if the attacker is appropriately positioned, it can disrupt the entire network by diverting traffic from the base station. [6]

HELLO flood attack. There are many protocols and nodes that ask themself to broadcast a HELLO packet. HELLO packets need to be broadcast. And the nodes that received the packet think that the node that sent the packet is close to itself. When an attacker exploits this point, a remote attacker sends a HELLO packet to the node with a strong signal, and the attacker node sends the packet to the remote attacker node.

III. Conclusions
The wireless networks are more vulnerable than wired networks. But Sensors and Mobile Integration and Communication communicate using wireless.

Attacks such as Eavesdropping, Data Forgery and Sniffing, Network Routing Attacks, and Physical Attacks use wireless networks vulnerabilities. Additionally, there are many routing-related attacks.

One of the solution to prevent attacks on wireless networks is to encrypt and communicate data. But the mainstream AES encryption technique is not energy efficient. The same is true for the other solutions.

Wireless sensor networks with limited performance need to be studied with less energy - consuming security techniques. It is a security challenge to be resolved using new techniques through research. Using new security techniques, we can use more secure sensor networks. 

In the future, we will research and present a solution to solve these vulnerabilities.
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